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ABSTRACT

Due to the rapid development of IoT technology and the increase in home activities after the COVID-19 pandemic, users’
demand for smart homes has increased significantly. As the size of the smart home market increases every year and the
number of users increases, the importance of personal information protection and various security issues is also growing. It
often grants temporary users smart home owner rights and gives them access to the system. However, this can easily allow
access to third parties because the authorities granted are not properly managed. In addition, it is necessary to prevent the
possibility of secondary damage using personal information collected through smart home devices and sensors. Therefore, in
this paper, to prevent indiscriminate access to smart home systems without reducing user convenience, access rights are
subdivided and designed according to the functions and types of smart home devices, and a token-based user access control
technique using personal devices is proposed.
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Table 1. Description
Notation Description
U; The i-th user
O Home Owner
TS Token Server

Notation Description
SS Smart Home System Server
CASA Context-Aware Service Agent
SD; The j-th Smart Home Device
PID; Pseudo identity of U
Al Access information
(Guest, Friend, Engineer etc.)
pi Permission Information
RC Initial Revision Counter value
, Random number(Revision
! Counter Increasing value)
N, Nonce of Token Server per U
Bio-information comparison
d) .
algorithm
T Maximum allowable error rate
. Bio-information(face
Bio . .
information)
b, Facial feature values
Symmetric encryption
EC-) .
algorithm
Signature verification
D(-) .
algorithm
Sig( - ) Signature algorithm
pk Public key
sk Private key
HMAC( - ) Hash message authentication
code algorithm
K Hash key
H(-) Hash algorithm
The session key
K.
SK; between U; and SS
The session key
SK; between SD; and SS
SK The session key between TS
ts=lentity) | and entity(CASA, SS. U)
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- - 1 1 _ Table 2. Token Auth Field structure
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Ao AFERLY] AnlE & Ajx®H] 2TE 4 9e Expiry Date The validity period of the
A2 Y B4 £ AR AR token
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S s W (204 AR B2 g
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@ Transfer result
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@ Request for User information
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Fig. 3.

Issuing token
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® Request for user information
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HMAC'(K, IMEI @ Serial Num.)
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® Check RC

® Transfer Token verification results

Fig. 4. Token Validation
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Fig. 5. Smart home device control
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Table 3. Comparison table
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